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1. Ileab ocBOEHUSI TUCUMILIUHBI:
CdopmupoBaTh KOMIETEHLIMIO B 00JaCTH CIIOCOOHOCTH MPOEKTUPOBATH U pa3pabaThiBaTh
cucteMy HH(POPMAIIMOHHOHN 0€301MacHOCTH OpraHU3allty.

2. Ilnau kypca:

Pasgen 1. OcHoBbl UHOPMALMOHHOM 6e3onacHoCTH

Tema 1.1. BeedeHue 8 uHghopmayuoHHyto 6e3ornacHocme

[Tonstue undopmaruonHoit 6ezonacHoctu. Posp nHpopmannoHHONW 0e30macHOCTH B
coBpeMeHHOM wmupe. Ponp uwHboOpManmonHoi Oe3omacHocTH B opraHax ['MY. Wcropus
O6esomacHoctd.  KommnonenTsl  3amuThl.  KoMmekcHblf  momxonq K 0OecreyeHHro
uH(popMalMoOHHOKH Oe3onacHOCTH. JIMIEH3UpOBaHUE NEATEIHHOCTH B 00JacCTH  3alIUThHI
uHpopmanuu. CepTudUKaAUsA CPEACTB 3alIUThl MH(GOpMalMU. 3aKOHOJATENbCTBO B cdepe
UH(POPMALMOHHOM Oe30macHoCTH B opranax [MYVY.

Tema 1.2. AHanu3 puckos u 06opoHuUMenbHole mooesnu

[Tonstue puckoB. Mudopmaimonnsie pucku B opranax 'MY. Bekropsl yrpo3. Monenu
3amuThl. [lepumerpoBast 3amnra. MHOroypoBHeBas 3auiuTa. 30Hbl 1oBepus. CermMeHTanus.

Tema 1.3. lMonumuka 6e3onacHocmu

[TonstTue monutuku GezomacHocTH. HasHauenue monuTuku Oe3omacHoctd. PazpaboTka
nonuTuku Oe3omnacHocTH. [lpumepsl mnonutuk Oe3omacHocTH. IlonmmThka Oe30macHOCTH B
opranax [MYV.

Tema 1.4. AymeHmuduKkayusa u asmopuzayus

[Tonsarue ayrentudukamun. Cpeacrtsa KOHTPOJIS ayTeHTU(UKAIUN. AyTEHTHDHUKAIHS 110
ceprudukaTam. 3amuTa KI0YEH B cCUCTEMaX ayTeHTU (UK. ABTOPU3ALIUS.

Tema 1.5. Apxumekmypa 6e3onacHocmu

Kondunenmmansaocts nHGopMarun. Victopust mmdpoBanus. AITOPUTMBI ITU(PPOBAHHUS.
LlenoctHocTh uH(popManuu. JoctynHocts uHGopManuu. Bupycel. AHTUBHpYCHL. CTparerus
[IECOYHUIIBI.

Paspgen 2. Paspabotka cuctembl UHpOpmaLMoOHHOM 6e3onacHocTH

Tema 2.1. Mexccemesable 3KPaHbI

[lonstue wMexcereBoro oskpaHa. Knaccuduxamus MD3. 1llmro3pl npunnoxeHuid u
KOHTYPHOT'O YpOBHs. MeceTeBble SKpaHbl ¢ aJallTUBHON MMPOBEPKOI MaKETOB.

Tema 2.2. Cucmembl 06Hapy#eHUs amak

[lonsTue cuctembl OOHapyXeHHs aTak. Buabl cucreM oOHapyxeHus aTtak. Mopenb
oOHapyxeHHs aHoManuii. XKypHaibl 1 OMOBEIIEHUS.

Tema 2.3. Amaka u memoOdbi XaKepos

Texnonmorus ataku. Ataku noctyma. Ataku moauduxanuu. Mackapana. [lepenonnenue
Oydepa. Meroasl xakepoB. OTka3z B oOciyxuBaHuU. Pacnpenenennble aTaku. BolmonHeHue
aTax.

Tema 2.4. HYacmHsie supmyasneHsie cemu

ITonstue yactHoit BupTyansHoU ceth. VPN tynHenu. IIporokon IPSec. Cpeacrsa VPN.
VYceranoBka VPN tynnens. VPN B opranax IMYVY.

Tema 2.5. be3zonacHocmbe 6ecriposodHsbix cemeli

becnpoBoanbie cetu. CpenctBa OezomacHoctu OecripoBoaHbIx cereld. IIporokon WEP.
[Tporokon WPA. ®unbrpanus MAC-aapecos.



3. (I)OprI TCKYIICI0 KOHTPOJA U HpOMe)IcyTOqHOﬁ aTrecralmmmu

Tema (paznaen)

Meroas! TEKyEro KOHTPOJIA

YCIIEBAEMOCTHU
Paznen 1 |OcHoBBbI HH(pOPMALOHHOM
0€30IaACHOCTH
Temal.l. |Benenue B mHGOPMAITMOHHYIO VY CTHBIN OTBET Ha BOMPOCHI
0€30M1aCHOCTh CUCTEMBI YIIPABJICHUS
Tema 1.2. |AHanu3 pucCKOB U OOOPOHHUTEIIBHBIC VY CTHBIN OTBET Ha BOMPOCHI
MOJIEIM OpraHu3aluu BrInosiHeHNE MPaKTUYECKOTO 3aJaHusl Ha
KOMIIBIOTEPE
Tema 1.3. [[lonuTrka 6€30MaCHOCTH VY CTHBINM OTBET Ha BOIPOCHI
BelnonHeHne NpakTUYECKOTO 3a/1aHus Ha
KOMIIBIOTEpE
Tema 1.4. |AyreHTudukaius u aBTopu3aIus Y CTHBIN OTBET HA BOMPOCHI
Tema 1.5. |Apxutekrypa 6€30macHOCTH Y CTHBII OTBET HA BOIPOCHI
BrlnonHeHne npakTUYeCKOro 3alaHus Ha
KOMIIBIOTEPE
Pazgen 2 |[PazpaGorka mH(pOpMAIIHOHHO-
AHAJIMTHYECKHX CHCTEM
Tema 2.1 |MexceTeBble SKpaHbI Y CTHBIN OTBET HA BOIIPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIbIOTEPE
Tema 2.2. |CucreMbl 0OHApYKEHUS aTaK VY CTHBIN OTBET HA BONIPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIbIOTEPE
Tema 2.3. |ATaka U METOJbI XaKEPOB VY CTHBIN OTBET HAa BONIPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIbIOTEPE
Tema 2.4. YacTHble BUpPTYalbHbIE CETH YCTHBIN OTBET Ha BOIPOCHI
BrlnonHeHne NpakTUYECKOTo 3a/1aHus Ha
KOMIIBIOTEpE
Tema 2.5. |be3omacHOCTb OECITPOBOIHBIX CETEM YCTHBIN OTBET Ha BOTIPOCHI

dopma NpOMEKYTOUHON aTTECTALUH — 3a4ET
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