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1.Ileab ocBOEHHUS AUCIMIJIHHBI

CchopMupoBaTh y CTYIEHTOB CIIOCOOHOCTb NMPHUMEHSATHh 3HAHHUS O MHUPOBBIX TPEHAAX B
nuppoBoi TpaHchOpMAaLIUK MPOLECCOB YIPABICHUS U KPUNTOrpapUUECKUX METOoAax 3alluThl
uHpopmanuu Uit obOecriedyeHUs MHQPOPMALMOHHOM 0€30MacHOCTH  (YHKIIMOHHPOBAHUS
JJIEKTPOHHOTO  JIOKYMEHTOOOOpOTa B OpraHax rocyAapcTBeHHOW Biactu Poccuiickoit
Odenepanyy, opraHax rocyJapcTBEHHON BiacTu CyObekTOB Poccuiickoit denepamnmu, opraHax
MECTHOTO CaMOYIPABJICHUS, HA TOCYAAPCTBEHHBIX W MYHUUHUNAIBHBIX MPEANPUATUAX U
YUPEKACHUAK, B  OOIIECTBEHHO-TIOJIUTUYECKUX, KOMMEPYECKMX H  HEKOMMEPYECKUX
OpraHu3aIusXx.

2.Ilnan kypca:

Pazoen 1. Ocnoswt ungpopmayuonnoit 6e3onacnocmu

Tema 1.1. BBeienue B HH(pOPMaLMOHHYIO 0€3011aCHOCTH

[Tonsatue undopmanuonHoit Oe3onacHocTu. Ponb MH(OpMaMOHHONH 0€30IaCHOCTH B
coBpeMeHHOM wmupe. Ponp uHbopManmonHol Oe3omacHocTH B opraHax ['MY. Wcropus
6e3onmacHoctd.  KommnonenTs!  3amuthl.  KoMmmulekcHblf  moaxon K oOecledyeHuro
uH(popManMoOHHOW Oe30macHOCTH. JIWMIeH3upoBaHHWE JEATEILHOCTH B O0JIACTH  3alIUTHI
uHpopmauuu. CepTuduKanus CpeiACTB 3alUTbhl HH(POpMalUH. 3aKOHOIATEIbCTBO B cdepe
nH(pOpMallMOHHOHN Oe3o0macHocTy B opranax IMYVY.

Tema 1.2. AHAJIU3 PUCKOB U 000POHHUTEIbHbIE MO/I€JIH

[Tonsitue puckos. Mudopmanmonnsie pucku B opranax ' MY. Bekrops! yrpo3. Monenu
3amuThl. [lepumMerpoBas 3amura. MHOroypoBHeBas 3aimuTa. 30Hbl JoBepusa. CerMeHTanus.

Tema 1.3. Ilonutuka 6e3onacHocTH

[Tonstue nmonutuku Ge3onacHocTH. Haznauenue nmonutuku Oe3onacHocTd. Pazpaborka
noautuku Oe3zomacHoctu. Ilpumepst nomutuk Oe3omacHoctu. IlonmTuka OGe3omacHOCTH B
opranax [MYV.

Tema 1.4. AyreHTH(PUKAIMA M aBTOPU3ALHA

[Tonstue ayrentudukanuu. CpenctBa KOHTPOIS ayTeHTUPUKAIMUA. AyTeHTU(UKaLus 110
cepTuduKaTaM. 3alIuTa KIIOUYeH B CUCTEMaX ayTeHTU(PHUKAINH. ABTOPH3AIIHAL.

Tema 1.5. Apxurexktypa 0e3onacHoCTH

Kondpuaennmuansnocts nadopmanuu. Uctopus mmdpoBanus. AIropuTMsl IHPPOBAHUS.
LlenoctHocThs MHGpOpManuu. JloctynmHocts umHpopmauuu. Bupycel. AntuBupychl. CrpaTerus
MECOYHUIIBI.

Pa3zoen 2. Pazpabomka cucmemvl UunhopmayuoHHoil 6e3onacHocmu

Tema 2.1. MexcereBble IKPaHbI

[TonsstTue ™excereBoro »skpaHa. Kmaccuduxamus MDO. Ilmo3sl mpunoxkeHudt U
KOHTYPHOTO YPOBHS. MeXKCeTeBbI€ DKpaHbl C aJalTUBHOU TPOBEPKOM MAKETOB.

Tema 2.2. CucreMbl 0OHapy>KE€HUS aTak

[Tonste cucrembl OOHapyXeHMs aTak. Buabl cucreM oOHapyxkeHus arak. Mopjenb
oOHapyxeHHsI aHoManui. XKypHaJibl 1 ONOBELIEHUS.

Tema 2.3. ATaka 1 MeTOAbI XaKepPOB

TexHomorust ataku. Ataku noctyrna. Ataku moaudukanuu. Mackapan. [lepenonnenue
Oydepa. Meroabsl xakepoB. OTkaz B oOcnykuBaHUM. PacmpeneneHHsle aTaku. BrolnonHnenue
aTax.

Tema 2.4. YacTHble BUPTyaJIbHBIE CETU

[Tonsitne yactHoit BupTyasbHoil cet. VPN Tynnenu. [Iporokon IPSec. Cpencta VPN.
VYcranoBka VPN tynnens. VPN B opranax IMYVY.

Tema 2.5. be3zonacHocTh O€CIIPOBOIHBIX ceTel

BecnipoBogubie cetn. Cpencta O6e3omacHocTH OecripoBoaHbIX ceteil. [Iporokon WEP.
[Tporokon WPA. ®unerpanus MAC-aapecos.



3.@opMbI TEKYIIET0 KOHTPOJISI H TPOMEKYTOUYHOM aTTecTAIMU

Tema (paznaen)

Meroas! TEKyEro KOHTPOJIA

yCIIEBAEMOCTHU
Paszgen 1 |OcHoBbI HHPOPMALIMOHHOM
0e30I1acHOCTH
Temal.l. |Bemenue B mHGOPMAITMOHHYIO VY CTHBIN OTBET Ha BOMPOCHI
0€30M1aCHOCTh CUCTEMBI YIIPABJICHUS
Tema 1.2. |AHanmu3 pucKoOB 1 0OOPOHUTEIBHBIC YCTHBIN OTBET Ha BOIPOCHI
MOJIETIM OPTaHU3aALNN BrInonHeHne NpakTU4ecKoro 3aJaHus Ha
KOMIIBIOTEpE
Tema 1.3. [[Tonutuka 6€30mMacHOCTH VY CTHBIN OTBET HA BOMPOCHI
BrinonHeHne npakTH4ecKoro 3a/laHus Ha
KOMIIBIOTEPE
Tema 1.4. |Ayrentudukanus 1 aBTopu3anus Y CTHBIN OTBET Ha BOIPOCHI
Tema 1.5. |Apxurekrypa 06e30nacHOCTH VY CTHBIN OTBET HA BONPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIBIOTEPE
Paznen 2 |Pa3paGorka ungopmMannoHHo-
AHAJIMTHYECKHX CHCTEM
Tema 2.1 |MexceTeBble SKpaHbI YCTHBIN OTBET Ha BOIPOCHI
BrInonHeHne npakTu4ecKoro 3alaHus Ha
KOMIIBIOTEPE
Tema 2.2. (Cuctembl 0OHapYKEHUS aTaK VY CTHBIN OTBET HA BONIPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIBIOTEPE
Tema 2.3. |ATaka U METO/BI XaKEPOB VY CTHBIN OTBET HA BONIPOCHI
BrimonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIBIOTEpE
Tema 2.4. [HacTHble BUpPTyaJIbHbIE CETU Y CTHBIN OTBET HA BOIIPOCHI
BrinonHeHne npakTH4eckoro 3a/laHus Ha
KOMIIBIOTEPE
Tema 2.5. |be3omacHOCTh O€CIIPOBOJIHBIX CETEH Y CTHBIN OTBET HA BOIIPOCHI

[TpomexyTouHasi arTecTalysi MPOBOAWUTCA B (opme 3adera. 3aueT NPOBOAMUTCS B (opme
YCTHOT'O OTBETA Ha BOIIPOC.
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